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A Robust Authentication Method for Electronic Banking
Transactions: Two-Way Challenge-Response Approach

Abstract

The securiry ofeferrmni:ﬂmkin g transactions is becoming increasingly critical due to the rising threat of
cyberattacks, which can result in financial and reputational damage to financial institutions. Despite the
implementation of various authentication methods, vulnerabiliies remain that can be exploited by
artackers, particularly in the context of static passwords and tokens. This study aims to address these
shortcomings by implementing the Two-Way Challenge-Response method, which offers amre robust and
dynamic authentication approach. The method emploved in this research involves the exchange of
information between the client and server, where the challenges generated are unigue to each
authentication session. This process not only \fa:’icms user identities but also ensures that the transmitted
information nmlm be predicted by third parties. The results of the study indicate that the application of
s method significantly reduces the risk of attacks such as identity theft and replay attacks, while also
enhancing the speed and efficiency of the authentication process. The implications of these findings suggest
that the Two-Way Challenge-Response method can be an effective solution for enhancing the security of
electronic banking transactions. By adopting this method, financial institutions can strengthen their
security systems, increase user trust, and reduce the potential for losses due to cyberattacks. This research
contributes significantly to the development of more secure authentication systems in the digital age.

Keywords: Two-Way Challenge-Response, Electronic Transaction Security, Dynamic Authentication,
Electronic Banking, Cyber Attacks.

L INTRODUCTION

The rapid growth of electronic banking has revolutionized financial transactions for
individuals and businesses alike (Ahmad et al., 2024; Jameaba, 2024). However, this growth has
also introduced new security challenges, as cybercriminals increasingly target online banking
platforms through phishing, malware, and unauthorized access (Deora, 2021). The rising
frequency and sophistication of these attacks underscore the urgent need for stronger
authentication mechanisms to safeguard sensitive information. To address these security
concerns, financial institutions have adopted various authentication techniques (Bodepudi &
Reddy, 2020; Tsai & Su, 2021). Traditional methods, such as pasavords and PINs, often fall short
due to their susceptibility to attacks (Safder, 2024). Although two-factor authentication (2FA)
enhances security by combining something the user knows (e.g., a password) with something they
possess (e.g., a device), it is not without limitations. For instance, users remain vulnerable to

social engineering attacks or device compromise (Kulkarni & Nath, 2024; Zewdie et al., 2022.

Given the dynamic nature of cyber threats, it is crucial to develop more advanced
authentication methods that can effectively counter these risks (Hasan et al., 2022; Sarkar &
Singh, 2020). This paper introduces a Two-Way Challenge-Response authentication method

tailored for electronic banking transactions. This approach not only bolsters security but also




prioritizes user convenience—an essential factor for widespread adoption. This study evaluates
the effectiveness of the Two-Way Challenge-Response method in mitigating prevalent cyber
threats in electronic banking. By comparing it with existing authentication techniques, this
research aims to demonstrate the advantages of the proposed method in enhancing online

transaction security.

II. LITERATURE REVIEW

A. Implementation of Authentication
Authentication is a crucial process in security systems aimed at verifying the identity of

users or systems accessing specific services or data. The primary goal of authentication is to
ensure that the entity attempting to access thea{)umes is legitimate and authorized to do so. This
process has become increasingly important in the context of information and communication
technology to protect data and systems from unauthorized access (Joshi et al., 2021; Lone et al.,
2020; Rao & Deebak, 2023). Various authentication methods are employed to enhance access
security . inﬁding password-based authentication, which requires users to enter a pre-registered
password. The security of this method heavily relies on the complexity and secrecy of the
password usgd. Additionally, Two-Factor Authentication (2FA) enhances security by requiring
two distinct forms of authentication, such as a combination of a pzﬁword and a code sent to a
mobile phone. Biometric authentication, which utilizes physical or behavioral traits such as
fingerprints or facial recognition, offers a high level of security due to its unique and difficult-to-
forge nature. Token-based authentication involves physical devices or applications that generate
unique codes at regular intervals, which must be entered along with other information to gain

dCCEess.

Certificate-based authentication uses digital certificates issued by a Certificate Authority
(CA) to verify identities through public keys and associated information of the certificate holder,
securing communications and transactions. Finally, challenge-response authentication involves
an interaction between the user and the system, where the system sends a challenge that must be
answered with a correct response, typically using algorithms known only to both parties (Hayashi
& Ruggiero, 2020; Usman et al., 2022). The implementation of robust authentication methods is
essential for maintaining data integrity and confidentiality and building user trust in the systems

they utilize (Hasan et al., 2024; Jose Diaz Rivera et al., 2024; Wanisha et al., 2024).
B. Client

In the context of business and information technology, a client is an individual or entity

that receives services or products from a service provider. In the business world, this term often
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refers to customers who utilize professional services such as consultants, lawyers, or insurance
agents. In software development and information technology, a client refers to a device or
application that interacts with a server to request and receive data or services (Acharya, 2024;
Omotayo & Efuntade, 2021). Clients can be individuals using services for personal purposes,
companies or organizations requiring products or services for business operations, or government
agencies utilizing services to support governmental functions. In a client-server architecture, the
client serves as the end user who interacts with applications or services through a user interface.
Client Relationship Management (CRM) is a strategy employed to manage interactions between
a company and its current and potential clients, to enhance client satistfaction and loyalty through
improved and personalized services. It is crm’a] to understand the needs, preferences, and
behaviors of clients so that service providers can develop effective marketing strategies, tailor
products or services to meet client expectations and improve service quality while fostering long-
term, mutually beneficial relationships (Addimando, 2023; Astuti, 2023; Liladhar Rane et al.,
2022; Medaduwe Hewa, 2024; Sihombing & Dinus, 2024).

C. Banking

Banking plays a crucial role in the economy by managing money and providing financial
services to individuals, businesses, and governments. Banks serve as intermediaries between
savers with excess funds and borrowers in need of capital Buchory & Ekuitas, 2023). The primary
services offered by banks include accepting deposits in the form of checking accounts, savings
accounts, and term deposits, as well as providing loans for purposes such as home purchases or
business capital. Banks also facilitate money transfers between accounts, payments through credit
or debit cards, investment, and wealth management services, and foreign exchange services for
international trade and travel (Dr. S.EHUVANESWARI, 2023; Long & Pressman, 2024;
Sirakova-Yordanova, 2024). Banking plays a crucial role in maintaining economic stability
through liquidity management and credit provision, with oversight from central banks to ensure
a healthy financial system (Eminil, 2024; Farkhodjon &#38; Dsc, 2024). With technological
advancements, digital banking has increasingly developed, allowing customers to access services
via the Internet and mobile applications, thereby enhancing the convenience and efficiency of
banking services.

D. Electronic Transaction
Electronic transactions refer to the processes of buying and selling conducted via the
Internet or other electronic systems (Lambi & Siswani, 2024; Patharia & Jain, 2024; Zarkasi et

al., 2024), where buyers and sellers do not interact face-to-face but use electronic devices for

activities such as ordering, payment, and delivery of goods or services. This process involves




several critical stages: the buyer searches for products or services through an online platform
enters personal information and payment details to complete the purchase and receives transaction
confirmation. The seller then processes the order based on the received notification. Security in
electronic transactions is paramount, with the use of technologies such as data encryption and
user authentication to protect personal and financia]’ﬁfmmati{)n. Regulations and standards set
by governmental and relevant organizations also play a role in ensuring the security and
trustworthiness of electronic transactions (MMhlmann, 2016; Zarkasi et al., 2024). Technological
advancements have made electronic transactions increasingly popular, offering convenience and
case for users while enabling sellers to reach customers across various parts of the world

(Kolyandov,2021; Setiawan et al., 2022).

II. EARCH METHOD(S)
A. Two-Way Challenge-Response Method

Metode Two-Way Challenge-Response merupakan teknik autentikasi yang dirancang
untuk meningkatkan keamanan dalam transaksi elektronik dengan mengimplementasikan
pertukaran informasi dinamis antara pihak yang meminta akses (klien) dan pihak yang
memberikan akses (server). Metode ini melibatkan proses dua langkah yang terdiri dari
pengiriman tantangan (challenge) dan pemberian respons (response), di mana kedua pihak harus

saling memvalidasi satu sama lain untuk memastikan identitas dan otorisasi yang sah.

B. Implementation Processes

a. Challenge and Response Exchange

In the initial phase of implementing the Two-Way Challenge-Response method. the server
will issue a challenge to the client. This challenge consists of a request for credenti:ﬁ]fmmation
or an authentication code that must be responded to by the client. The client then processes the
challenge and sends a valid response back to the server. This response contains information that
corresponds to the received challenge or an authentication code generated using an algorithm

known only to both parties (Hasan et al., 2024; Kizza, 2024).
b. Identity Verification and Authorization

Upon receiving the response from the client, the server will verify its validity. This
verification process ensures that the client requesting access is a legitimate entity and has the right
to access the requested ﬁoumes or services. The verification is performed by comparing the
received response with the information generated by the system at the time the challenge was

issued (Barrett et al., 2021; Queille & Sifakis, 1982).

c. Security Aspects
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The Two-Way Challenge-Response method adds an extra layer of security by ensuring that

the authentication process does not rely solely on a single method, such as a password or token,
but also requires additional information exchange between both parties. The generated challenges
are dynamic or unique for each request, which significantly enhances security and reduces the

risk of attacks such as identity theft or replay attacks (Butcher et al., 2007; Zibaeirad et al., 2024).
d. Application in the Context of Electronic Banking

In the context of electronic banking, the Two-Way Challenge-Response method is
implemented to ensure the security of financial transactions. This implementation includes the
use of dynamic authentication tokens, One-Time Password (OTP) codes, and other authentication
protocols that require a specific response known only to authorized parties (Kokila & Reddy K,
2025; Mandava & Dinne, 2010). This method is anticipated to protect the system from security

threats and enhance user confidence in electronic banking services.
C. Testing and Evaluation

To measure the effectiveness of the Two-Way Challenge-Response method in the context

of electronic banking, a series of tests were conducted, which included:

1. Security Testing: Analyzing the method's resilience against various types of attacks, such
as man-in-the-middle and replay attacks.

2. Performance Testing: Evaluating the speed and efficiency of the authentication process
in real-world environments to ensure no significant degradation in user experience.

3. User Testing: Collecting feedback from users regarding the usability and satisfaction with

implemented authentication system.

4. The results of these tests are expected to provide insights into the effectiveness of the
Two-Way Challenge-Response method in enhancing the security and efficiency of
electronic banking transactions, as well as offer recommendations for further
development. (Butcher et al., 2007; Kokila & Reddy K, 2025; Mandava & Dinne, 2010;
Zibaeirad et al., 2024).

IV. RESULT/FIND]N(“& AND DISCUSSION

A. Implementation of the Two-Way Challenge-Response Protocol in Web Transactions
This study implements the Two-Way Challenge-Response protocol in the context of web-

based electronic banking transactions. In the authentication process, there are two primary
entities: the bank customer as the client and the bank as the authentication server (Ahmed et al.,
2023; Mohsen & Shaltout, 2023; San Martino & Perramon, 2008). The authentication procedure

involves several crucial steps. First, the customer requests access through the bank's application




or website. Subsequently, the bank server sends a challenge to the customer, which may involve
requesting specific credentials or an authentication code. The customer then responds to the
challenge with the requested information or code. The bank server verifies the received response
to ensure that the customer accessing the service is a legitimate entity. If verification is successful,

access to the electronic banking services is granted to the customer.
This process is crucial for maintaining the security of electronic transactions by ensuring

that only authenticated customers can access services and perform transactions. The bank server
employs a method where, each time a client logs in, the server generates and sends a randomly
generated decimal challenge. This challenge changes dynamically with each login attempt,
preventing hackers from rec (Butcher et al., 2007; Zibaeirad et al., 2024). The security principle
used is the One-Time Pad, which prioritizes the use of one-time keys for information security.
Figure 1 illustrates the use case diagram depicting the implementation of electronic banking
transactions, as well as the Level 1 data flow diagram representing the 'challenge-response'

protocol.
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Figure 1. Use Case Diagram of Electronic Banking Transaction Implementation.
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Figure 2. Level 1 Data Flow Diagram of the 'Challenge-Response' Protocol.

The web application interfaces on the server and client during the login process can be
observed in Figures 3 and 4. Meanwhile, the hash calculator application running on the client side

to generate the hash value of the received challenge can be seen in Figure 5.
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Figure 3. Login Web Page on the Server.
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B. Cryptanalysis of the Two-Way Challenge-Response Protocol
Cryptanalysis of the Two-Way Challenge-Response protocol involves an in-depth analysis

aimed at understanding or compromising the security of the protocol by identifying potential
weaknesses. Aspects analyzed include the search for challenge patterns, where efforts are made
to identify patterns or algorithms used in the generation of challenges by the server. Predictable
patterns may create vulnerabilities for replay attacks or structured attacks. Response analysis
evaluates how the client's response is generated and authorized by the server, to determine
whether there are methods to generate a valid response without knowledge of the specific

challenge.

Additionally, cryptanalysis also evaluates the protocol's strength against computational
attacks, such as brute-force attacks, and examines the adequacy of the cryptographic algorithms
employed. The evaluation is conducted to ensure that the algorithms in use are sufficiently robust
to protect sensitive information from cryptanalytic attacks (Butcher et al., 2007; Kokila & Reddy
K, 2025; Mandava & Dinne, 2010; Zibaeirad et al., 2024). Testing of various attack schemes is
performed to assess the effectiveness and security of the protocol under different conditions. As
part of the analysis, testing is conducted on the avalanche effect of the MDS5 hash function, which
demonstrates MDS's resilience to birthday attacks. The table below presents the results of the

avalanche effect test.
Table 1

(4]
Avalanche Effect Testing on MD5

Sample Input text Hash code
TIL_USD 05776¢ccd
TIL_USD 1328b5dd
TIL_USD 4589433d

This test examines the absolute uniqueness of each hash code generated by MDS5 for every
input text. The birthday paradox, where the probability of two messages having the same hash
code increases with the number of hashed messages, is often considered in cryptography to

illustrate potential risks in brute-force or exhaustive key space attacks.

V. CONCLUSION AND RECOMMENDATION

The Two-Way Challenge-Response method is an effective authentication approach for
enhancing the security of electronic transactions, particularly in the context of banking. By
implementing a dynamic information exchange process between the client and server, this method
not only ensures legitimate identity and authorization but also adds a significant additional layer

of security. The stringent verification process and the use of unique challenges for each request




drastically reduce the risk of attacks such as identity theft and replay attacks. Furthermore, this
research highlights that the application of robust authentication methods is crucial for maintaining
data integrity and confidentiality, as well as for building user trust in the systems they use.
Therefore, adopting the Two-Way Challenge-Response method can be a strategic step in

addressing security challenges in the continuously evolving digital era.

Building upon the findings of this study, several avenues for future research are
recommended to enhance the understanding and application of the Two-Way Challenge-
Response authentication method in electronic banking. It is essential to conduct longitudinal
studies to assess the long-term effectiveness and user acceptance of this method in various
banking environments, which can provide insights into evolving usﬁehavior and perceptions in
response to emerging cyber threats. Additionally, exploring the integration of artificial
intelligence and machine learning algorithms with the avo—Way Challenge-Response method
could lead to the development of adaptive authentication systems that dynamically adjust security

measures based on real-time threat assessments and user behavior patterns.

Further research should also include comparative studies evaluating the Two-Way
Challenge-Response method against other advanced authentication techniques, such as biometric
authentication or blockchain-based solutions. These comparisons can help identify the strengths
and weaknesses of each method, guiding financial institutions in selecting the most appropriate
security measures. Finally, investigating the implications of regulatory frameworks and
compliance requirements on the implementation of the Two-Way Challenge-Response method
will be crucial for ensuring that financial institutions can safeguard sensitive informationﬂlhi]e
adhering to legal standards. These research directions will contribute to the development of robust

security measures to address the evolving landscape of cyber threats in electronic banking.
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