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Abstract 

The increasing adoption of Internet of Medical Things (IoMT) technologies within healthcare systems has 

significantly improved real-time patient monitoring, clinical decision-making, and health information 

exchange. However, the integration of interconnected medical devices has simultaneously expanded the 

cybersecurity threat landscape, particularly within resource-constrained healthcare environments 

characterized by limited technical capacity, inadequate governance mechanisms, and insufficient 

cybersecurity expertise. This study critically evaluated existing cybersecurity frameworks for Information 

Sharing-Enabled IoMT systems, including the National Institute of Standards and Technology (NIST) 

Cybersecurity Framework, COBIT, Critical Information Infrastructure Protection (CIIP), and the IoT 

Security Foundation (IoTSF) Security Compliance Framework. The study employed a mixed-method 

exploratory research design combining systematic literature review, comparative framework analysis, and 

descriptive quantitative assessment conducted at St. Francis Hospital Nsambya and Uganda Martyrs 

Hospital Lubaga. Quantitative findings were analyzed using descriptive statistics, while qualitative findings 

were synthesized thematically. The findings revealed that existing frameworks provide fragmented security 

solutions that inadequately integrate technical security controls, governance mechanisms, healthcare 

operational requirements, and socio-behavioral determinants necessary for secure IoMT implementation 

in low-resource healthcare contexts. Based on the identified gaps, the study proposes an integrated 

healthcare-oriented IoMT cybersecurity framework that combines governance, technical safeguards, 

compliance mechanisms, and socio-behavioral dimensions to strengthen secure information sharing and 

cybersecurity resilience within resource-constrained healthcare institutions. The study concludes that 

context-specific and integrated cybersecurity frameworks are essential for enhancing secure information 

sharing and sustainable IoMT adoption in developing healthcare systems. 

Keywords: Cybersecurity Frameworks, Healthcare Systems, Information Sharing, Internet of Medical 

Things, IoMT Security.  

I. INTRODUCTION 

Healthcare systems are currently undergoing rapid digital transformation, which has resulted in 

increased adoption of Internet of Medical Things (IoMT) technology that connects medical 

devices and sensors with health information systems for use in patient care and clinical decision-

making (Fikri & Muchlis, 2026; Udonna et al., 2025; Zahra et al., 2025). IoMT technologies 

enable healthcare organizations to conduct continuous patient monitoring and telemedicine 

services while they share medical data with other providers (Islam et al., 2022). Healthcare 

institutions face increased cybersecurity risks because information-sharing IoMT networks create 

wider entry points for cyber-attacks. Healthcare organizations have become more attractive 

targets for ransomware attacks, data breaches, and device manipulation because cybercriminals 

know that medical data holds high value, which supports their mission-critical operations 

(Coventry & Branley, 2023).  
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Resource-constrained organizations experience increased risk because their financial restrictions, 

weak regulatory systems, and lack of cybersecurity experts prevent them from implementing 

proper security measures. Healthcare organizations struggle to apply existing cybersecurity 

frameworks, which protect information systems, to their specific needs in IoMT environments. 

Existing frameworks fail to meet healthcare requirements because they were developed to protect 

conventional enterprise systems, which cannot manage complex socio-technical systems that 

operate in real-time and safeguard patient safety.  

Although existing cybersecurity frameworks such as the NIST Cybersecurity Framework, 

COBIT, CIIP, and IoTSF provide important governance, risk management, and technical security 

mechanisms, they remain insufficiently adapted to the operational realities of healthcare-based 

IoMT ecosystems in resource-constrained environments. Most existing frameworks emphasize 

isolated dimensions of cybersecurity, such as governance compliance, technical controls, or 

infrastructure resilience, while inadequately integrating healthcare-specific operational 

workflows, human behavioral dynamics, interoperability requirements, and contextual 

implementation challenges associated with low-resource healthcare systems. Furthermore, 

limited empirical evidence exists regarding how healthcare institutions in developing countries 

operationalize these frameworks within Information Sharing-Enabled IoMT environments. 

Consequently, there remains a significant theoretical and practical gap in the development of an 

integrated cybersecurity framework capable of simultaneously addressing technical, governance, 

socio-behavioral, and contextual healthcare security requirements. This study therefore evaluated 

current security frameworks to assess their ability to protect information-sharing IoMT systems 

used in healthcare facilities with limited resources. 

II. LITERATURE REVIEW 

The rapid advancement of the Internet of Medical Things (IoMT) has transformed healthcare 

systems globally by enabling interconnected medical devices, wearable sensors, cloud platforms, 

and hospital information systems to support real-time patient monitoring, diagnostics, and clinical 

decision-making. IoMT technologies improve healthcare accessibility, operational efficiency, and 

patient-centered care through continuous data collection and seamless information exchange 

among healthcare providers (Hireche et al., 2022; Sadhu et al., 2022). Healthcare organizations 

increasingly rely on IoMT ecosystems to support telemedicine, remote diagnostics, chronic 

disease management, and emergency response systems, especially following the accelerated 

digital transformation triggered by global health emergencies. 

However, despite these operational benefits, IoMT systems have introduced complex 

cybersecurity vulnerabilities associated with device heterogeneity, insecure communication 

https://issn.brin.go.id/terbit/detail/20220817090639854
https://issn.brin.go.id/terbit/detail/20220817110629833
https://jtie.stekom.ac.id/index.php/jtie/index


 
 
 
 

   

A Critical Evaluation of IoMT Security Frameworks … 

 

190      Journal of Technology Informatics and Engineering (JTIE), Vol. 5 No. 2, August 2026 
 
  
 
 
 

protocols, interoperability challenges, and insufficient security governance mechanisms 

(Ghubaish et al., 2023; Khatiwada & Yang, 2022). The interconnected nature of IoMT 

infrastructures significantly enlarges attack surfaces and exposes healthcare systems to cyber 

threats capable of compromising patient safety, data confidentiality, and healthcare continuity. 

Existing literature demonstrates that healthcare institutions are among the most targeted sectors 

for cyberattacks because of the high value of electronic medical records and the mission-critical 

nature of healthcare operations. According to the World Health Organization, healthcare cyber 

incidents have increased substantially due to the expansion of digital health technologies and 

interconnected healthcare infrastructures. Coventry and Branley (2023) argue that ransomware 

attacks, phishing schemes, insider threats, and distributed denial-of-service attacks increasingly 

target healthcare environments because service disruptions directly threaten patient outcomes. 

IoMT devices remain particularly vulnerable because many devices operate with limited 

computational resources, outdated firmware, weak authentication protocols, and inadequate 

encryption mechanisms (Dzamesi & Elsayed, 2025; Hireche et al., 2022). These vulnerabilities 

are further amplified within resource-constrained healthcare environments characterized by poor 

cybersecurity investment, inadequate technical expertise, weak regulatory enforcement, and 

insufficient digital governance structures. 

Scholars have emphasized that IoMT cybersecurity differs significantly from conventional 

enterprise cybersecurity because healthcare systems involve safety-critical operations where 

cyber incidents may directly endanger human lives. (Ghubaish et al., 2023) Note that traditional 

cybersecurity models prioritize data confidentiality and system availability but often fail to 

adequately address patient safety, medical device interoperability, and real-time operational 

continuity within healthcare ecosystems. Similarly, (Deb et al., 2025) argue that IoMT security 

requires holistic risk management approaches capable of integrating device-level security, 

network security, cloud security, and healthcare operational governance into a unified framework. 

Existing cybersecurity architectures frequently adopt fragmented approaches that isolate technical 

controls from governance and human behavioral factors, thereby limiting their effectiveness in 

complex healthcare environments. 

The National Institute of Standards and Technology Cybersecurity Framework remains one of the 

most widely adopted cybersecurity governance frameworks globally. The framework organizes 

cybersecurity activities into five core functions, namely Identify, Protect, Detect, Respond, and 

Recover, to strengthen organizational cyber resilience. The NIST framework has been widely 

praised for its flexibility, scalability, and risk-based approach applicable across multiple sectors 



    
 

Journal of Technology Informatics and Engineering (JTIE) 
Vol. 5 No. 2 August 2026 

E-ISSN: 2961-9068; P-ISSN: 2961-8215, Pages 188-206 

Journal Link: https://jtie.stekom.ac.id/index.php/jtie/index  

 

(Risk Assessment of Heterogeneous IoMT Devices, 2023). However, several studies indicate that 

the framework was originally designed for general information systems and therefore 

inadequately addresses healthcare-specific operational complexities associated with IoMT 

ecosystems. (Hireche et al., 2022) observed that NIST implementation within healthcare 

institutions often focuses heavily on technical controls while neglecting socio-behavioral 

dimensions such as user awareness, organizational culture, and healthcare workflow integration. 

In resource-constrained healthcare institutions, implementation challenges are further intensified 

by limited financial resources and inadequate cybersecurity personnel. 

Similarly, ISACA’s COBIT framework provides governance and management guidelines for 

enterprise information technology systems. COBIT emphasizes risk management, accountability, 

compliance, and alignment between organizational objectives and information systems 

governance. While COBIT contributes significantly to institutional cybersecurity governance, 

scholars argue that the framework remains insufficiently adaptable to dynamic IoMT healthcare 

environments that require continuous device interoperability, real-time clinical responsiveness, 

and patient-centered operational flexibility (Bhushan et al., 2023). Furthermore, COBIT 

implementation demands mature organizational governance structures that are often absent within 

healthcare institutions operating in low-resource settings. Consequently, healthcare organizations 

in developing countries struggle to operationalize COBIT principles effectively within 

decentralized and resource-limited healthcare infrastructures. 

Critical Information Infrastructure Protection (CIIP) frameworks have also gained prominence in 

protecting healthcare infrastructures against cyber disruptions because healthcare institutions are 

increasingly classified as critical national infrastructure. CIIP frameworks primarily focus on 

safeguarding infrastructure resilience, ensuring service continuity, and minimizing disruptions 

arising from cyber threats, physical attacks, or system failures. However, current literature 

indicates that CIIP models focus predominantly on national infrastructure resilience while 

offering limited guidance on healthcare-specific device security, patient data governance, and 

clinical operational integration (Jaidi et al., 2025). Resource-constrained healthcare institutions 

particularly encounter implementation barriers because CIIP strategies often require advanced 

technological infrastructure, extensive policy coordination, and national-level cybersecurity 

capabilities that remain underdeveloped in many developing countries. 

The IoT Security Foundation (IoTSF) Security Compliance Framework was developed to 

improve IoT device security through standardized security principles, compliance guidelines, and 

best practices for secure device manufacturing and deployment. The framework addresses device 

authentication, secure software updates, encryption, vulnerability management, and lifecycle 
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security management. Although IoTSF contributes significantly to IoT device security 

standardization, scholars have criticized its limited contextual adaptation to healthcare-specific 

environments characterized by complex interoperability requirements and socio-technical 

operational challenges (Sadhu et al., 2022). Additionally, the framework emphasizes technical 

compliance mechanisms while providing limited consideration for governance integration, 

healthcare workflow dynamics, and user behavioral vulnerabilities prevalent within healthcare 

systems. 

Recent studies increasingly advocate for integrated and healthcare-oriented cybersecurity 

frameworks capable of addressing the multidimensional nature of IoMT ecosystems. (Bhushan et 

al., 2023) contend that future IoMT security frameworks must integrate governance mechanisms, 

artificial intelligence-driven threat detection, lightweight encryption protocols, and human-

centered security practices to achieve sustainable cybersecurity resilience. Similarly, (Si-Ahmed 

et al., 2024) proposed explainable machine learning-based frameworks capable of enhancing 

anomaly detection and predictive cybersecurity management within IoMT systems. However, 

many emerging frameworks remain theoretical and lack empirical validation within real-world 

healthcare environments, especially in low-resource healthcare institutions across developing 

countries. 

Another major concern highlighted within literature involves the socio-behavioral dimensions of 

healthcare cybersecurity. Studies indicate that human factors such as poor password management, 

inadequate cybersecurity awareness, insider negligence, and resistance to technology adoption 

significantly contribute to cybersecurity vulnerabilities within healthcare institutions (Coventry 

& Branley, 2023). Healthcare professionals frequently prioritize patient care efficiency over 

cybersecurity compliance, thereby unintentionally bypassing security protocols to maintain 

operational continuity. This challenge becomes more severe in resource-constrained healthcare 

environments where cybersecurity training programs, digital literacy initiatives, and institutional 

cybersecurity cultures remain underdeveloped. Consequently, cybersecurity frameworks that fail 

to integrate human behavioral considerations remain insufficient for healthcare IoMT ecosystems. 

Interoperability challenges also emerge consistently within IoMT cybersecurity literature. IoMT 

ecosystems involve multiple interconnected devices, cloud systems, electronic health record 

platforms, and communication technologies operating across heterogeneous environments. 

According to (Kumar and Tripathi, 2021), interoperability limitations create fragmented security 

architectures that weaken system-wide cybersecurity resilience. Secure information sharing 

requires standardized communication protocols, coordinated governance structures, and 
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integrated security controls capable of protecting healthcare data throughout its lifecycle. Existing 

cybersecurity frameworks frequently address isolated components of interoperability without 

providing comprehensive healthcare-specific integration mechanisms necessary for resource-

constrained environments. 

Literature further reveals that developing countries face unique cybersecurity challenges 

associated with weak institutional capacity, limited cybersecurity regulations, inadequate 

infrastructure investment, and dependence on imported medical technologies. Many healthcare 

institutions within low-resource settings continue operating outdated systems lacking basic 

cybersecurity safeguards such as encryption, access control mechanisms, and continuous 

vulnerability monitoring (WHO, 2025). Additionally, the shortage of cybersecurity professionals 

and limited organizational awareness significantly constrain the effective implementation of 

existing cybersecurity frameworks within healthcare systems. Consequently, scholars 

increasingly advocate for context-specific cybersecurity frameworks tailored to the operational 

realities of healthcare institutions in developing countries. 

III. RESEARCH METHOD 

A. Research Design 

This study employed a mixed-method exploratory research design integrating systematic 

literature review, comparative framework analysis, and descriptive quantitative assessment of 

cybersecurity functionalities within selected healthcare institutions. The mixed-method approach 

was considered appropriate because the study sought to both critically evaluate existing 

theoretical cybersecurity frameworks and empirically examine practical cybersecurity 

implementation within healthcare-based IoMT environments. The qualitative component enabled 

in-depth comparative synthesis of existing cybersecurity frameworks, while the quantitative 

component facilitated the assessment of institutional cybersecurity practices and perceptions 

regarding Information Sharing-Enabled IoMT systems. 

B. Study Area 

The empirical component of the study was conducted at St. Francis Hospital Nsambya and 

Uganda Martyrs Hospital Lubaga. The two hospitals were purposively selected because they 

represent major healthcare institutions implementing digital healthcare systems and 

interconnected medical technologies within resource-constrained operational environments. 

Their adoption of health information systems and IoMT-related technologies provided an 

appropriate context for evaluating cybersecurity implementation practices associated with secure 

health information sharing. 

https://issn.brin.go.id/terbit/detail/20220817090639854
https://issn.brin.go.id/terbit/detail/20220817110629833
https://jtie.stekom.ac.id/index.php/jtie/index


 
 
 
 

   

A Critical Evaluation of IoMT Security Frameworks … 

 

194      Journal of Technology Informatics and Engineering (JTIE), Vol. 5 No. 2, August 2026 
 
  
 
 
 

C. Target Population and Sampling 

The study targeted healthcare administrators, information technology personnel, clinical staff, and 

health information management personnel involved in digital healthcare operations and 

cybersecurity management. Purposive sampling was employed to select respondents with 

adequate knowledge and experience regarding IoMT implementation and cybersecurity practices 

within the selected hospitals. 

D. Data Collection Methods 

Data were collected using two complementary approaches. First, a systematic review of peer-

reviewed journal articles, cybersecurity standards, policy documents, and international 

framework publications published between 2020 and 2024 was conducted to evaluate existing 

IoMT cybersecurity frameworks. Second, primary quantitative data were collected from 

respondents within the selected hospitals using a structured questionnaire designed to assess 

institutional cybersecurity functionalities across device-level, network-level, and data-level 

security dimensions. 

E. Research Instrument 

The questionnaire was structured using a five-point Likert scale ranging from Strongly Disagree 

(1) to Strongly Agree (5). The instrument measured respondent perceptions regarding IoMT 

security functionalities, including device protection mechanisms, authentication controls, 

network security practices, encryption mechanisms, vulnerability assessment procedures, 

monitoring systems, and data access controls. 

F. Data Analysis 

Quantitative data were analyzed using descriptive statistical techniques, including frequencies, 

percentages, means, and standard deviations, to evaluate respondent perceptions regarding 

cybersecurity implementation practices. Qualitative findings from the systematic literature review 

and framework evaluation were analyzed using thematic comparative synthesis to identify 

conceptual overlaps, operational gaps, governance limitations, and socio-technical security 

deficiencies within existing cybersecurity frameworks. 

G. Ethical Considerations 

Ethical considerations were observed throughout the study process. Institutional permissions were 

obtained from the participating healthcare facilities before data collection. Respondents 

participated voluntarily, and confidentiality and anonymity were maintained throughout the 
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research process. The study ensured that collected data were used strictly for academic and 

research purposes.:  

IV. RESULT 

A. Comparative Evaluation of Existing Framework 

The findings presented in Table 1 demonstrate that the selected healthcare institutions exhibit a 

moderately developed cybersecurity posture across device-level, network-level, and data-level 

security dimensions, although important operational and strategic vulnerabilities remain evident. 

The overall mean score of 3.26 with a relatively low standard deviation (0.74) suggests that 

respondents generally perceived the implemented cybersecurity functionalities as significant, 

indicating the existence of foundational security mechanisms within the healthcare institutions. 

However, the moderate mean ranges observed across device-level and data-level security 

dimensions reveal that cybersecurity implementation remains only partially mature and may not 

sufficiently address the complex security demands associated with Information Sharing-Enabled 

Internet of Medical Things (IoMT) ecosystems. The comparatively wider mean range within 

network-level security (2.54–4.26) further suggests institutional inconsistencies in network 

monitoring, access control enforcement, and intrusion management practices. 

Table 1. Cybersecurity Posture Assessment in Selected Healthcare Institutions 

Security Level Key Focus Mean Range 
Overall Std. 

Dev 
Interpretation 

Device Level Security 
Device access and 

protection controls 
3.00 – 3.30 ≈0.75 

Moderate to 

Significant 

Network Level Security 
Network access, 

monitoring, and controls 
2.54 – 4.26 ≈0.72 

Moderate to Very 

Significant 

Data Level Security 
Data access, storage, and 

protection 
2.81 – 3.24 ≈0.76 Moderate 

Cross-Institutional 

Perception 

Nsambya & Lubaga 

Hospitals 
Consistent 

Low 

variability 
Stable perceptions 

Overall Security 

Functionalities 
Aggregate of all levels 3.26 0.74 Significant 

 

These findings imply that while healthcare institutions have initiated cybersecurity 

implementation efforts, the operationalization of comprehensive and integrated IoMT security 

architectures remains fragmented. The observed low variability in cross-institutional perceptions 

between St. Francis Hospital Nsambya and Uganda Martyrs Hospital Lubaga additionally 

indicates that the identified cybersecurity challenges are likely systemic within resource-

constrained healthcare environments rather than institution-specific anomalies. This pattern 

reinforces concerns raised in previous studies that healthcare institutions in developing countries 

often implement isolated security controls without achieving comprehensive governance 

integration, interoperability protection, or continuous cybersecurity resilience within 

interconnected healthcare infrastructures. 
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The implications of these findings are both theoretically and practically significant for the 

advancement of healthcare cybersecurity governance within resource-constrained environments. 

From a theoretical perspective, the findings provide empirical evidence supporting the argument 

that existing cybersecurity frameworks inadequately integrate the multidimensional requirements 

of healthcare-based IoMT ecosystems, particularly the simultaneous coordination of technical 

safeguards, governance mechanisms, compliance structures, and socio-behavioral security 

practices. The moderate implementation levels observed across all security domains suggest that 

healthcare institutions may possess basic technological safeguards while lacking the institutional 

cybersecurity maturity necessary for sustaining secure information sharing and real-time 

interoperability within highly interconnected digital healthcare systems. Practically, the findings 

imply that healthcare institutions remain vulnerable to cybersecurity breaches, unauthorized data 

access, network intrusions, and operational disruptions that may compromise patient 

confidentiality, clinical continuity, and healthcare service reliability. 

The results therefore underscore the urgent need for an integrated healthcare-oriented 

cybersecurity framework capable of harmonizing device security, network governance, data 

protection, workforce cybersecurity awareness, and regulatory compliance within low-resource 

healthcare settings. Furthermore, the consistency of perceptions across the two hospitals suggests 

that cybersecurity weaknesses within Ugandan healthcare institutions may reflect broader 

structural limitations associated with funding constraints, limited cybersecurity expertise, 

inadequate policy enforcement, and insufficient institutional preparedness for emerging IoMT-

related cyber threats. Consequently, policymakers, healthcare administrators, and cybersecurity 

practitioners should prioritize the development of context-sensitive cybersecurity strategies that 

move beyond fragmented technical interventions toward holistic and institutionally embedded 

cybersecurity governance models capable of supporting resilient and secure healthcare 

information-sharing ecosystems. 

B. Hospital Cybersecurity Assessment Findings 

The cybersecurity assessment findings from St. Francis Hospital Nsambya and Uganda Martyrs 

Hospital Lubaga reveal that the healthcare institutions have made notable progress toward 

implementing foundational cybersecurity mechanisms necessary for supporting Information 

Sharing-Enabled Internet of Medical Things (IoMT) systems. The findings indicate the existence 

of moderate device-level, network-level, and data-level security functionalities, suggesting that 

both institutions have recognized the growing importance of cybersecurity within digitally 

enabled healthcare environments. Device-level controls such as authentication procedures, 
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restricted device access, and basic endpoint protection mechanisms were reported to be 

moderately implemented, while network-level functionalities demonstrated relatively stronger 

performance, particularly in areas related to network monitoring and access management.  

However, the findings further indicate that implementation effectiveness remains inconsistent 

across different security domains, with some respondents expressing uncertainty regarding the 

adequacy and operational reliability of existing cybersecurity controls. The variability observed 

within network-level security measures suggests that although some departments may possess 

stronger cybersecurity infrastructure, institutional implementation lacks uniformity and 

standardized operational enforcement. Additionally, moderate scores within data-level security 

imply that healthcare institutions may still face challenges associated with secure storage, 

encryption, access management, and real-time protection of sensitive patient information within 

interconnected healthcare systems. 

The implications of these findings suggest that the selected healthcare institutions are currently 

operating within transitional cybersecurity environments characterized by partial technological 

adoption but limited institutional cybersecurity maturity. Although the presence of moderate 

cybersecurity functionalities reflects positive institutional efforts toward digital security 

enhancement, the findings indicate that cybersecurity implementation remains predominantly 

reactive rather than strategically integrated into healthcare governance and operational planning. 

This partial implementation may expose healthcare systems to persistent risks associated with 

unauthorized system access, cyberattacks, data breaches, ransomware threats, and operational 

disruptions capable of compromising patient safety and healthcare continuity. 

The findings further imply that existing cybersecurity practices may not sufficiently support the 

complexity of modern IoMT ecosystems, where interconnected medical devices continuously 

exchange sensitive clinical information across multiple digital platforms. From a broader 

institutional perspective, the assessment findings highlight the urgent need for healthcare 

organizations within resource-constrained environments to strengthen cybersecurity governance 

structures, establish standardized implementation procedures, improve workforce cybersecurity 

awareness, and invest in comprehensive security architectures capable of supporting secure 

interoperability and resilient healthcare information-sharing systems. Consequently, the findings 

reinforce the necessity for integrated and context-sensitive cybersecurity frameworks specifically 

tailored to the operational realities of low-resource healthcare institutions. 

C. Identified Security Gaps 

The study identified several critical cybersecurity gaps that continue to undermine the effective 

protection of Information Sharing-Enabled Internet of Medical Things (IoMT) systems within the 
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selected healthcare institutions. One of the most significant gaps relates to the fragmented 

implementation of cybersecurity functionalities across device-level, network-level, and data-level 

security domains. Although foundational security controls were reported to exist, the findings 

indicate the absence of a fully integrated cybersecurity architecture capable of simultaneously 

coordinating governance mechanisms, technical safeguards, regulatory compliance, and socio-

behavioral security practices. The moderate implementation scores across several cybersecurity 

dimensions suggest that many institutional controls remain inadequately enforced, inconsistently 

monitored, or insufficiently aligned with the evolving cybersecurity demands of interconnected 

healthcare environments.  

Furthermore, the findings reveal weaknesses in institutional cybersecurity preparedness, 

particularly regarding continuous monitoring, real-time threat detection, advanced encryption 

practices, incident response coordination, and user-centered cybersecurity awareness. The 

absence of comprehensive and harmonized cybersecurity governance frameworks may therefore 

limit the institutions’ capacity to effectively manage emerging cyber threats associated with 

interconnected medical devices, cloud-based health systems, and digital information-sharing 

infrastructures. These findings demonstrate that existing cybersecurity practices remain largely 

fragmented and operationally isolated, thereby reducing institutional resilience against 

increasingly sophisticated cyber threats targeting healthcare systems globally. 

The identified cybersecurity gaps carry substantial implications for healthcare service delivery, 

patient data protection, institutional resilience, and national digital health transformation efforts 

within resource-constrained environments. The absence of integrated cybersecurity governance 

structures increases the likelihood of unauthorized access to sensitive patient information, 

disruption of clinical operations, loss of data integrity, and reduced trust in digital healthcare 

systems. Additionally, the identified weaknesses in workforce cybersecurity awareness and 

institutional compliance mechanisms suggest that healthcare personnel may remain vulnerable to 

phishing attacks, credential compromise, insider threats, and operational errors capable of 

exposing critical healthcare systems to cyber exploitation.  

From a policy and governance perspective, the findings imply that existing cybersecurity 

frameworks such as NIST, COBIT, CIIP, and IoTSF may inadequately address the contextual 

realities of healthcare institutions operating within low-resource settings where infrastructural 

limitations, financial constraints, and limited cybersecurity expertise significantly affect 

implementation capacity. Consequently, the study highlights the necessity for healthcare 

institutions and policymakers to transition from fragmented technical interventions toward 
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holistic cybersecurity governance approaches that integrate technological safeguards, institutional 

policy enforcement, workforce capacity building, continuous risk assessment, and healthcare-

specific operational requirements. Addressing these identified gaps is therefore essential for 

strengthening healthcare cybersecurity resilience, safeguarding patient confidentiality, and 

ensuring the sustainable and secure adoption of IoMT technologies within developing healthcare 

systems. 

D. Proposed Integrated Framework 

The results of the comparative evaluation of existing security frameworks and theory in the 

context of information-sharing systems within the Internet of Medical Things (IoMT) in 

healthcare reveal a landscape characterized by significant deficiencies and gaps. The analysis 

shows that different security frameworks provide essential security components for healthcare 

environments but deliver these components through incomplete and uncoordinated methods. To 

address these gaps, the conceptual architecture of the proposed integrated framework is illustrated 

in Figure 1. 

 
Figure 1. Synthesized/Proposed Conceptual Framework Architecture 

The proposed framework was synthesized from the comparative evaluation of existing 

cybersecurity frameworks, empirical findings obtained from the selected healthcare institutions, 

and the identified socio-technical security gaps associated with Information Sharing-Enabled 

IoMT systems. The synthesis process revealed that existing frameworks inadequately integrate 

four critical dimensions simultaneously: technical cybersecurity safeguards, governance and 
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compliance mechanisms, healthcare operational requirements, and socio-behavioral determinants 

influencing security adoption and compliance. Consequently, the proposed framework integrates 

these dimensions into a unified architecture specifically designed for healthcare institutions 

operating within resource-constrained environments. The specific contributions of the proposed 

framework in comparison to existing models are outlined in Table 2. 

Table 2. Comparative Contribution 
Existing 

Framework 
Major Strength Major Limitation 

Contribution of Proposed 

Framework 

NIST CSF 
Risk management and 

governance 

Limited healthcare 

operational specificity 

Integrates healthcare operational 

workflows 

COBIT 
IT governance 

alignment 

Weak IoMT technical 

implementation guidance 

Incorporates technical IoMT 

security controls 

CIIP 
Infrastructure 

resilience 

Generic sector-level 

protection 

Adapts security controls to 

healthcare settings 

IoTSF 
Device-level IoMT 

security 

Limited governance and 

behavioral integration 

Integrates governance, compliance, 

and socio-behavioral dimensions 
  

V. DISCUSSION 

The findings of this study demonstrate that existing cybersecurity frameworks remain 

conceptually fragmented and operationally insufficient in addressing the multidimensional 

security requirements associated with Information Sharing-Enabled Internet of Medical Things 

(IoMT) ecosystems within healthcare environments. Although frameworks such as the NIST 

Cybersecurity Framework, COBIT, Critical Information Infrastructure Protection (CIIP), and the 

IoT Security Foundation (IoTSF) provide important guidance on governance structures, risk 

management procedures, infrastructure protection, and technical security controls, the findings 

indicate that these frameworks inadequately integrate the complex socio-technical realities 

characterizing healthcare-based IoMT systems. In particular, the evaluated frameworks exhibit 

limited capacity to simultaneously address healthcare interoperability requirements, real-time 

clinical workflows, continuous medical device communication, patient data sensitivity, 

institutional governance enforcement, and workforce cybersecurity behavior within resource-

constrained operational contexts. 

The moderate implementation levels observed across device-level, network-level, and data-level 

security dimensions further suggest that healthcare institutions may adopt isolated cybersecurity 

functionalities without establishing comprehensive and institutionally embedded security 

architectures capable of sustaining resilient healthcare information-sharing systems. These 

findings corroborate (Ahmed et al., 2024), who argued that fragmented cybersecurity governance 

frameworks significantly weaken institutional resilience and increase systemic vulnerabilities 

within healthcare IoMT ecosystems. Similarly, (Alsubaei et al., 2022) observed that conventional 
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cybersecurity models often fail to accommodate the socio-technical complexity associated with 

interconnected medical devices, decentralized health information systems, and dynamic clinical 

communication processes. The present findings therefore extend existing scholarship by 

demonstrating that the limitations of existing cybersecurity frameworks become even more 

pronounced within resource-constrained healthcare environments characterized by infrastructural 

limitations, inadequate cybersecurity expertise, weak policy enforcement, and constrained 

institutional financing. 

From a theoretical perspective, the findings reinforce socio-technical systems theory by 

demonstrating that healthcare cybersecurity effectiveness cannot be achieved through isolated 

technical safeguards alone but instead requires the simultaneous integration of governance 

structures, technological controls, institutional policies, and human behavioral compliance 

mechanisms. The findings reveal that cybersecurity vulnerabilities within healthcare-based IoMT 

systems emerge not only from technical infrastructure deficiencies but also from organizational, 

behavioral, and governance-related weaknesses that collectively influence institutional 

cybersecurity resilience. This multidimensional interpretation supports emerging theoretical 

arguments that healthcare cybersecurity should be conceptualized as an integrated socio-technical 

governance ecosystem rather than a purely technological challenge. Practically, the findings carry 

significant implications for healthcare institutions operating within low-resource environments 

such as Uganda, where rapid digital health transformation frequently occurs without proportional 

investment in cybersecurity infrastructure, workforce training, and institutional preparedness. 

The identified implementation inconsistencies across security domains suggest that many 

healthcare institutions remain vulnerable to cyberattacks, unauthorized access, ransomware 

incidents, interoperability failures, and patient data breaches capable of disrupting healthcare 

continuity and compromising patient safety. Furthermore, the findings imply that globally 

developed cybersecurity frameworks may not be directly transferable to low-resource healthcare 

systems without contextual adaptation to local infrastructural realities, institutional governance 

capacities, and healthcare operational constraints. Consequently, the study highlights the urgent 

need for context-sensitive and healthcare-oriented cybersecurity frameworks capable of 

integrating technical safeguards, governance enforcement, compliance mechanisms, workforce 

cybersecurity awareness, and operational healthcare requirements into a unified institutional 

cybersecurity strategy. Such integration is essential for strengthening cybersecurity resilience, 

safeguarding sensitive patient information, enhancing secure healthcare interoperability, and 

supporting the sustainable adoption of IoMT technologies within developing healthcare systems. 
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Despite its contributions, the study presents several limitations. First, the empirical assessment 

was limited to two healthcare institutions, which may constrain the generalizability of the findings 

to other healthcare contexts. Second, the study primarily utilized descriptive statistical analysis 

and did not undertake advanced inferential modeling to establish causal relationships between 

cybersecurity dimensions. Third, the proposed framework was conceptually synthesized and was 

not empirically validated through real-world implementation. Future studies should therefore 

conduct multi-institutional validation and longitudinal implementation assessments to evaluate 

the operational effectiveness of the proposed framework. 

VI. CONCLUSION AND RECOMMENDATION 

This research critically evaluated the existing cybersecurity frameworks that protect information-

sharing Internet of Medical Things systems that operate in healthcare settings. The NIST CSF, 

COBIT, CIIP, and IoTSF frameworks establish fundamental security standards, yet these 

frameworks fail to provide solutions for all technical, organizational, behavioral, and 

environmental issues that occur in healthcare facilities with limited resources. The study 

recommends the development of a healthcare-oriented IoMT security framework that integrates 

technical safeguards, governance structures, and socio-behavioral factors to enhance secure 

information sharing and system sustainability. The study contributes to the growing body of 

knowledge on healthcare cybersecurity by proposing an integrated IoMT security framework 

tailored to the operational realities of resource-constrained healthcare environments. Unlike 

existing frameworks that address isolated dimensions of cybersecurity, the proposed framework 

simultaneously integrates governance mechanisms, technical safeguards, compliance structures, 

and socio-behavioral determinants necessary for secure information sharing within healthcare 

IoMT ecosystems. Future research should focus on empirical validation of the framework across 

diverse healthcare institutions and evaluate its effectiveness in enhancing cybersecurity resilience 

and secure clinical interoperability. 
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